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Introduction
Mental illness affects approximately one in five persons in any 
given year and is the leading cause of disability worldwide.1–3 
Nevertheless, there are approximately nine specialty care 
providers for those with psychiatric conditions per 100 000 
persons across the globe,4 whereas approximately 17 600 per 
100 000 experience a common mental illness,1 which suggests 
the current system is unable to deal with everyone needing 
treatment. In recognizing this fundamental issue of limited 
access, researchers have increasingly turned to technology 
to eliminate barriers to care.5 Indeed, approximately half 
of the world’s population has access to the internet and the 
average number of mobile or cell phone network subscrip-
tions is greater than one per person globally.6,7 Consequently, 
technology-based treatments may offer innovative ways of 
closing gaps in access.

Mobile devices can provide unprecedented amounts of in-
tensive, longitudinal data on movement intensity and duration, 
psychomotor disturbance, social interactions, concentration, 
sleep duration and quality, information-seeking behaviour and 
affective states.8 Moreover, the pattern-recognition capabilities 
of machine learning algorithms can be applied to these data to 
classify individuals by health-relevant characteristics (using, 
for example, defined “biomarkers” or “digital phenotypes”)9,10 
and to predict clinical outcomes, such as a diagnosis or risk 
level.11 These classifications and predictions can then be em-
ployed to guide health-care assessments and to inform the 
delivery of individually tailored interventions. However, the 
application of machine learning approaches to individuals who 
may be members of vulnerable psychiatric population groups 
raises a variety of ethical dilemmas.12

Ethical models and principles
Ethical models and principles, particularly those applied spe-
cifically to psychiatry, are central to our discussion of mobile 
health and machine learning in psychiatry research.13 Though 
ethical decision-making in health care is a vast field,14 we 
selected three well-known ethical models for consideration 
because of their relevance to decision-making in mobile 
health and machine learning: utilitarianism, Kantian ethics 
and principlism.

In utilitarianism (a form of consequentialism), actions 
that produce good consequences and benefit the largest num-
ber of people are prioritized, even if individuals’ privacy and 
autonomy must be sacrificed.15 This model may be applicable to 
several topics relevant to machine learning and mobile health, 
perhaps most obviously to balancing the right to privacy 
against the advancement of science. The Kantian model places 
less emphasis on the outcome of an action; rather, moral rules 
and ideals and rational principles are considered to be of the 
utmost importance in ethical decision-making.16 As applied to 
psychiatry research, this model might be especially relevant to 
researchers’ responsibility to act and monitor data collection. 
This approach contrasts with other ethical decision-making 
perspectives that emphasize the personal rights of individu-
als.13 These two models are particularly relevant to certain 
issues in machine learning and mobile health research, such 
as obtaining informed consent for monitoring and for access-
ing various data sources (e.g. smartphones, electronic health 
records and social media).

Finally, principlism is an ethical model that encompasses 
principles such as: (i) autonomy, which is defined as a patient’s 
right to choose their own course of action (e.g. with regard 
to interventions); (ii) beneficence (i.e. ensuring the patients 
being treated benefit); (iii) nonmaleficence (i.e. ensuring 
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no unreasonable harm to patients); 
(iv) justice (e.g. fairness of, and access 
to, clinical practice); (v) confidentiality 
(i.e. ensuring the parties involved keep 
freely provided information confiden-
tial); and (vi) privacy (i.e. freedom from 
intrusion into personal matters).14,17,18 
Each of these principles applies to the 
issues discussed below. In particular, we 
highlight the plethora of confidential-
ity and privacy issues that arise when 
the predictive algorithms applied in 
machine learning make use of patients’ 
data. Furthermore, autonomy, benefi-
cence and nonmaleficence are relevant 
to the process of informed consent as 
well as to researchers’ responsibility to 
monitor data and possibly intervene to 
prevent harm to patients.

Monitoring and intervening 
during data collection

Asking participants about sensitive 
topics (e.g. psychiatric symptoms) and 
assessing passive data streams (e.g. 
photographs on a smartphone) may 
result in researchers having informa-
tion about negative health outcomes, 
such as worsening mental status, mood 
or physical health (i.e. adverse events). 
Researchers may have an ethical ob-
ligation to monitor the emergence of 
adverse events and potentially to inter-
vene to mitigate negative outcomes. For 
example, in studies in which suicidal 
ideation and intent are being moni-
tored, any indication of imminent risk 
may warrant taking safety measures. 
Researchers should consider the fol-
lowing when monitoring for adverse 
events: (i) the feasibility of monitoring 
and intervening given the resources and 
expertise available; (ii) validity (i.e. the 
possibility that monitoring or interven-
tions may interfere with the behaviours 
under observation); and (iii) loss of pri-
vacy (e.g. breaking confidentiality when 
calling emergency services because of 
the suspected imminent risk of serious 
harm to oneself or others). The vastly 
increased frequency of data collection 
in daily life coupled to reduced personal 
contact with participants in mobile 
health assessment studies makes it more 
difficult to address these concerns than 
it would be in a traditional laboratory 
or clinic-based study.

Feasibility

The drastic increase in the availability of 
information with no specific time frame 
or location has made it less straightfor-
ward and feasible to monitor risks and 
to intervene. For example, an individual 
may indicate the intention to end his or 
her life imminently, but researchers may 
be unaware of the individual’s location 
or be unable to make contact. Also, there 
is a lack of broad agreement about the 
threshold for initiating an intervention 
in response. Does the risk have be simply 
high or high and imminent? Should the 
intervention require a full assessment or 
be based only on study data? Should it 
ever be triggered by passively collected 
data (e.g. the content of text messages) 
or by predictive algorithms that are still 
under development? In some cases, 
institutional review boards advise col-
lecting data only when the ability to 
monitor and intervene is viable; for 
example, in an anonymous online study, 
researchers may be advised not to ask for 
information about high-risk indicators 
(e.g. suicidal intent) or to collect open 
data streams (e.g. photographs) that 
might lead to an ethical obligation to 
intervene. However, this approach will 
limit researchers’ ability to learn about 
critical psychiatric phenomena as they 
occur in ecologically valid (i.e. real-
world) settings and time frames.

Validity

A key advantage of mobile health stud-
ies compared with laboratory or clinic-
based studies is their greater ecological 
validity. However, close monitoring 
(and possible intervention) may alter 
participants’ responses, thereby com-
promising the validity of their data or 
increasing the risk they will withdraw 
from the study. For example, knowing 
that a study staff member may contact 
them in response to certain answers 
to survey questions could increase the 
likelihood that individuals who welcome 
such contact would give those answers. 
Others may be deterred from giving 
those same answers to avoid contact or 
being sent to hospital. Understanding 
how monitoring affects data validity 
is an important area of future research 
and is vital for developing guidelines on 
such issues.

Privacy

There are several ethical questions about 
the use of study participants’ data to 

monitor, and intervene during, adverse 
events. For example, is it permissible 
to combine multiple streams of data to 
inform risk assessment (e.g. using physi-
ological sensor data to assess reported 
health events) or to guide interventions 
(e.g. using smartphone geolocation data 
to deploy emergency services based on a 
self-reported response that indicates an 
imminent risk)? As in other contexts, 
currently there are no guidelines govern-
ing the trade-off between participants’ 
safety and their privacy, confidentiality 
and autonomy, especially when an in-
tervention may occur without anyone 
speaking to the participant in advance. 
At the very least, researchers are encour-
aged to fully inform participants during 
the initial consent process about how 
their data will be monitored and used to 
guide emergency interventions.

The right to privacy versus 
the advancement of science

Privacy considerations are especially 
germane to data collection that involves 
passive monitoring of participants’ 
daily lives, such as geolocation and 
actigraphy (i.e. movement) data. Since 
these data streams are collected without 
participants’ active engagement, there 
is a higher likelihood that they will lack 
full awareness of how such informa-
tion can be transformed into a highly 
idiosyncratic and complex picture of 
a participant’s behaviour, which could 
potentially reveal an individual’s identity 
and actions. The ethical concerns that 
may arise from the tension between the 
advancement of science using mobile 
health technology and participants’ 
rights over their personal data are 
particularly relevant to: (i) informed 
consent, transparency and voluntary 
participation; and (ii) the protection of 
participants’ data (which could affect 
their security and safety).

Informed consent

Informed consent is a key ethical re-
quirement in research and has been 
defined as “the process by which a fully 
informed user participates in decisions 
about his or her personal data.”19 In ob-
taining consent, the following principles 
must be taken into account: (i) dis-
closure, whereby researchers clearly 
and thoroughly inform prospective 
participants of the potential risks and 
benefits of participating in the study; 
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(ii) agreement, whereby participants are 
asked to accept or decline participation; 
(iii) comprehension, wherein partici-
pants must demonstrate full and detailed 
understanding of the study; (iv) compe-
tence (i.e. the participant must have the 
mental and physical ability to provide 
consent); and (v) voluntariness (i.e. 
participants consent of their own voli-
tion).17,18

Mobile health research using ma-
chine learning presents unique chal-
lenges in adhering to these principles. 
Recently, several recommendations have 
been made in response to the growing 
challenge of obtaining informed consent 
in the modern digital world.20,21 One of 
the most difficult principles to address is 
comprehension because consent is often 
requested online.22 Currently, digital 
platforms frequently obtain consent via 
terms-of-service agreements, which are 
written in incomprehensible legalese 
and are rarely even read.23,24 Research-
ers have an ethical responsibility to 
minimize the risk of this occurring by 
disclosing all relevant study informa-
tion in a comprehensible manner. To 
enhance comprehension, the overall 
consenting process should be thorough, 
engaging and accessible. Giving consent 
in person or through a video or phone 
call is preferable, but is often not feasible 
for large-scale, mobile health projects. 
Researchers should carefully consider 
the potential trade-offs between how 
consent is obtained and maximizing 
access to study benefits or interventions, 
particularly in low-resource areas where 
individuals may have few options for 
good-quality care of their psychiatric 
conditions. When consent is obtained 
via an online platform, the process 
should highlight key information and 
prevent participants from clicking 
through without reading.25 Engagement 
can be increased by using interactive 
screens and video or audio content 
and by summarizing sections in clear, 
concise language.23,26 Participants’ com-
prehension and competence can both be 
assessed using short quizzes or games 
and a live chat feature can allow par-
ticipants to clarify their understanding.21

The principle of voluntariness 
implies that engagement in research is 
noncoercive and of the participant’s own 
free will and that participants have been 
presented with an explicit opportunity 
to decline participation. These criteria 

can be enhanced by giving participants 
the opportunity to consent to different 
data collection streams (e.g. to opt into 
daily diaries but not geolocation data) 
or to different research modules (e.g. 
to opt into the cardiovascular health 
module but not the sexual dysfunction 
module).21 Although this approach 
maximizes voluntariness and the au-
tonomy of each participant, it may come 
at the cost of sacrificing data quality 
and, thereby, predictive accuracy. For 
instance, if participants opt out of entire 
modules, it could be more difficult to 
accurately determine their health risk 
levels and to deliver optimized, just-in-
time interventions, which may rely on 
algorithms that require multiple data 
streams (e.g. the cross-referencing of 
geolocation and accelerometer data that 
could predict drug use in a high-risk 
environment). Therefore, in addition 
to disclosing the risks of opting in to 
all data streams, researchers and health 
providers should help participants 
to make informed decisions by fully 
revealing the personal benefits of opt-
ing in and the societal benefits of each 
research module. In addition, obtaining 
ongoing consent is recommended: par-
ticipants should repeatedly revisit the 
terms of the study protocol throughout 
its duration to ensure their continued 
comprehension, competence and vol-
untary consent.27

Protection of participants’ data

Ethical considerations also extend into 
the realm of protecting participants’ 
data. Since mobile health research 
involves the passive collection of data 
that is not typically associated with 
health outcomes (e.g. screen time) 
and may fall outside long-standing 
regulatory protections, researchers 
must implement the highest of ethical 
standards in protecting such intensive 
and potentially sensitive data. More-
over, highly detailed information is 
often collected from multiple sources 
and it is possible that combining data 
streams could produce information 
that could identify individuals and be 
used in unauthorized ways (thereby 
impacting an individual’s employment 
opportunities or eligibility for insur-
ance) or that could be commercialized 
for targeted advertisements. In extreme 
circumstances, unauthorized use of 
such highly granular data could put a 

participant’s safety at risk if accessed by 
ill-intentioned actors.

Some recent efforts to establish 
regulations to protect personal data are 
the European Union’s General Data Pro-
tection Regulation and California’s Con-
sumer Privacy Act, both of which give 
people more access to, and autonomy 
over, their data, require greater transpar-
ency on data use and stipulate tighter 
oversight to ensure the protection and 
security of data.28,29 By following the 
recommendations of these regulatory 
initiatives, research teams can adopt 
dissociable roles for the handling and 
processing of intensive mobile health 
data. For example, one individual could 
be designated to manage identifying 
information, whereas another could 
handle unidentifiable aggregated data 
and conduct analyses. This would en-
hance data security by minimizing the 
proliferation of sensitive information. 
An additional security step could in-
volve further dissociation of roles: face-
to-face interactions could be carried out 
by yet another individual who is blinded 
to highly granular personal information 
(e.g. home addresses), thereby mitigat-
ing risks to participants’ safety.

Shifts towards research involving 
intensive, mobile health data and open 
access data-sharing provide unprec-
edented opportunities for growth in 
translational research. To guard against 
the unintended consequences of these 
advances, researchers should consider 
adopting novel models for participants’ 
consent, data protection and engage-
ment in the research process.30,31 The 
recommendations outlined here point 
to a participant-centric model that could 
maximize protection for study partici-
pants while supporting research aimed 
at improving psychiatric outcomes.

Machine learning models: 
performance versus 
interpretability
Machine learning is being increas-
ingly applied in psychiatry for diag-
nosis, treatment selection and clinical 
administration.32,33 However, its future 
is affected by a key ethical dilemma as-
sociated with the trade-off between the 
performance and the interpretability of 
machine learning models. Interpretabil-
ity relates to the ease of deciphering how 
a set of inputs to a model (e.g. patient 
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characteristics and medical history) re-
sult in a particular output or prediction 
(e.g. a diagnosis or risk assessment). 
More complex models (e.g. random 
forests and neural networks) often have 
greater accuracy, but lower interpret-
ability than simpler models (e.g. naïve 
Bayes classifiers).34 From a clinical 
perspective, models with low interpret-
ability could raise ethical challenges 
because it may be difficult to understand 
how input variables contribute to the 
model’s predictions. Moreover, given 
that a model’s predictions could have 
substantial clinical consequences, such 
as hospitalization or the administration 
of medication, its accuracy is vital.

Machine learning models are pre-
dominantly conceptualized as support 
tools and not as replacements for 
clinicians.35,36 However, it is not clear 
whether or how these models should be 
incorporated into clinical practice. For 
example, a prognostic model with high 
predictive accuracy, but low interpret-
ability might result in a clinician know-
ing a patient is at risk, but not what to 
target with an intervention. In addition, 
how clinicians should share information 
from machine learning models with 
patients also gives rise to ethical ques-
tions. Would patients want to know they 
are at risk, particularly if they cannot be 
told why (as factors included in machine 
learning models generally cannot be 
interpreted as having a causal impact on 
outcomes)? Sharing information from 
an uninterpretable model may adversely 
affect a patient’s conceptualizations of 
their own illness, cause confusion and 
prompt concerns about transparency.37,38 
So far, research suggests there is no clear 
consensus among patients on whether 
they would want to know this kind of 
information about themselves,37 which 
leaves psychiatrists to balance the poten-
tial utility of a machine learning model’s 
predictions against the risk of liability 
and the patient’s reactions.39

Furthermore, when a model is not 
interpretable, a clinician’s ability to be 
cognizant of possible fairness issues 
could be limited.40 In machine learning, 
fairness encompasses concerns about 
how data-driven approaches can reflect 
and perpetuate biases rooted in social 
inequality and discrimination.41,42 A 

model’s predictions can vary systemati-
cally across demographic groups if, for 
example, the data being sampled reflects 
societal inequalities (i.e. historical bias) 
or if the sampling methods result in the 
underrepresentation of certain groups 
(i.e. representation bias).43 Consider a 
machine learning model trained using 
the electronic health records of medical 
visits;44 this model might not be able to 
accurately predict psychiatric condi-
tions in immigrant populations that 
avoid interacting with the health-care 
system.45 Additionally, clinician bias 
in the International Classification of 
Disease’s codes or clinical notes can 
introduce variations in the inputs to a 
machine learning model that, in turn, 
bias the model’s predictions for minority 
groups.46 Further, with less interpretable 
models, it can be more challenging to 
detect, track and rectify these different 
sources of bias.

Although numerous ways of ad-
dressing issues of effectiveness and 
fairness in machine learning are emerg-
ing,47 these are often based on one-time 
analyses of a single data set. At the 
forefront of machine learning today, 
the trend is to allow machine learning 
to change iteratively over time with each 
new piece of incoming data. However, 
the practice of employing continually 
adaptive algorithms raises questions on 
how often algorithms should be updated 
and when reassessment is warranted. 
Recently, the United States’ Food and 
Drug Administration proposed new 
regulations for monitoring changes in 
adaptive algorithms as they continu-
ously learn from real-world data.48 These 
regulations require manufacturers to 
prespecify the changes they anticipate 
because of online learning and the 
protocols in place for addressing risks 
that might result from changes to an 
algorithm’s operations. Assessments of 
potential risk consider the degree to 
which an algorithm contributes to the 
psychiatric decision (e.g. guiding treat-
ment versus assigning a diagnosis) and 
the severity of the patient’s condition 
(e.g. identifying individuals at risk for 
developing a psychiatric disorder in the 
future, versus identifying those at an 
acute risk for suicide). The emphasis is 
on transparency, manufacturers should 

tell end-users about the changes occur-
ring in algorithm performance over time 
and provide transparent information 
about algorithm processes in a way that 
enables clinicians and patients to engage 
in meaningful risk assessments of the 
machine learning model. Less interpre-
table models constrain transparency and 
thus limit potential contributions from 
all important stakeholders. Instead of 
focusing on how machine learning can 
be used in clinical care within psychia-
try, the priority might be first to consider 
whether predictions from a specific ma-
chine learning model are appropriate for 
informing decisions about a particular 
intervention.49

Conclusions
This review highlights the wide range 
of ethical issues faced by psychiatry 
researchers in the digital age. Although 
mobile health and machine learning 
have the potential to facilitate great ad-
vances in, and close access barriers to, 
psychiatric research and care globally, 
they also give rise to new ethical ques-
tions concerning, for example: (i) the 
responsibility to monitor naturally oc-
curring adverse events and intervene 
accordingly; (ii) the need to guard pri-
vacy rights and ensure informed consent 
while conducting scientific research; 
and (iii) the importance of increasing 
the transparency of powerful machine 
learning models to ensure they can be 
applied ethically and fairly in clinical 
decision-making. Ultimately, the issues 
need to be thoughtfully considered 
by several stakeholders, including 
regulatory agencies, clinicians, partic-
ipant-advocacy groups and ethicists, 
as well as researchers. As the number 
of mobile health studies increases and 
mobile technologies evolve,50 it will 
only become more critical to establish 
consensus-based guidelines for ethics 
in mobile health research. ■
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摘要
精神病学研究中移动医疗和机器学习带来的伦理困境
数字技术在精神病学研究中的应用正迅速带来移动医
疗领域的新发现和新功能。然而，研究参与者被收集
大量详细信息的机率增加，以及统计技术的进步，使
机器学习模型能够处理此类信息，这就产生了关于研
究人员职责的新型伦理困境 ：（i） 监测不良事件并进
行相应的干预 ；（ii） 取得完全知情自愿的同意 ；（iii） 
保护参与者的隐私 ；以及（iv） 提高强大的机器学习

模型的透明度，以确保它们能够在精神病学保健中得
到合乎道德和公平的应用。这篇文章强调了移动医疗
研究中新出现的伦理挑战和未解决的伦理问题，并就
移动医疗研究人员如何在实践中解决这些问题提出了
建议。最终，我们希望这篇综述将有助于继续讨论如
何实现移动医疗研究在精神病学中的最佳实践。

Résumé

Les dilemmes éthiques posés par la santé mobile et l'apprentissage automatique dans la recherche en psychiatrie
L'application des technologies numériques à la recherche psychiatrique 
entraîne rapidement de nouvelles découvertes et capacités en matière 
de santé mobile. Cependant, la multiplication des opportunités de 
recueillir passivement d'immenses quantités d'informations détaillées 
sur les participants aux études combinée aux progrès des techniques 
statistiques permettant aux modèles d'apprentissage automatique 
de traiter de telles informations a soulevé de nouveaux dilemmes 
éthiques concernant l'obligation des chercheurs: (i) de surveiller les 
effets indésirables et d'intervenir en conséquence; (ii) d'obtenir un 
consentement pleinement éclairé et volontaire; (iii) de protéger la 

vie privée des participants; et enfin, (iv) d'améliorer la transparence 
des puissants modèles d'apprentissage automatique afin de garantir 
une application éthique et impartiale dans le domaine des soins 
psychiatriques. Ce rapport identifie les défis qui en découlent ainsi 
que les questions éthiques non résolues en matière de santé mobile. 
Il formule également des recommandations sur la façon dont les 
chercheurs en santé mobile peuvent résoudre ces problèmes dans la 
pratique. À terme, nous espérons que ce rapport favorisera la poursuite 
des discussions portant sur les moyens de définir des méthodes de 
recherche adéquates pour la santé mobile en psychiatrie.

Резюме

Этические дилеммы, связанные с использованием мобильного здравоохранения и машинного 
обучения для проведения исследований в психиатрии
Использование цифровых технологий для проведения 
исследований в психиатрии способствует новым открытиям 
и появлению новых возможностей в сфере мобильного 
здравоохранения. Однако расширение возможностей 
пассивного сбора большого количества подробной 
информации об участниках исследования в сочетании с 
совершенствованием методов статистической обработки 
информации, позволяющих использовать модели машинного 
обучения для обработки такой информации, породило 
принципиально новые этические дилеммы в отношении 
таких обязанностей исследователей, как: (i) отслеживание 
нежелательных явлений и принятие соответствующих мер, (ii) 
получение полностью информированного добровольного 

согласия, (iii) защита конфиденциальности участников и (iv) 
повышение прозрачности мощных моделей машинного обучения, 
чтобы гарантировать их справедливое и этичное применение для 
оказания психиатрической помощи. В данном обзоре освещены 
возникающие этические проблемы и нерешенные этические 
вопросы исследований в области мобильного здравоохранения, 
а также содержатся практические рекомендации по их решению 
для исследователей в области мобильного здравоохранения. В 
конечном счете этот обзор должен посодействовать обсуждению 
вопроса применения наиболее совершенных практических 
методов для проведения исследований в психиатрии в рамках 
мобильного здравоохранения.

ملخص
المعضلات الأخلاقية الناتجة عن الخدمات الصحية عبر الهاتف المحمول والتعلم الآلي في أبحاث الطب النفسي

إلى  النفسي  الطب  أبحاث  على  الرقمية  التكنولوجيا  تطبيق  يؤدي 
عبر  الصحة  مجال  في  سريع،  بشكل  جديدة،  وقدرات  اكتشافات 
الهاتف المحمول. ومع ذلك، فإن زيادة فرص جمع كميات هائلة من 
الدراسة، إلى  المشاركين في  التفصيلية بشكل سلبي عن  المعلومات 
جانب التطورات في التقنيات الإحصائية التي تسمح لنماذج التعلم 
المعلومات، قد أدت لإثارة معضلات أخلاقية  بمعالجة هذه  الآلي 
غير مسبوقة تتعلق بواجبات الباحثين من أجل القيام بما يلي: (1) 
مراقبة الأحداث السلبية والتدخل وفقًا لذلك؛ و(2) الحصول على 
المشاركين؛  بالكامل؛ و(3) حماية خصوصية  موافقة طوعية واعية 

و(4) زيادة شفافية نماذج التعلم الآلي القوية وذلك لضمان إمكانية 
هذه  تسلط  النفسية.  الرعاية  في  وعادل  أخلاقي  بشكل  تطبيقها 
والمعضلات  الناشئة،  الأخلاقية  التحديات  على  الضوء  المراجعة 
الأخلاقية غير المحسومة في أبحاث الصحة عبر الهاتف المحمول، 
وتقدم توصيات حول كيف يمكن للباحثين، في مجال الصحة عبر 
وفي  العملية.  الممارسة  في  القضايا  هذه  معالجة  المحمول،  الهاتف 
المستمر  النقاش  تسهيل  إلى  المراجعة  هذه  تؤدي  أن  نأمل  النهاية، 
حول كيفية تحقيق أفضل الممارسات في أبحاث الصحة عبر الهاتف 

المحمول في مجال الطب النفسي.
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Resumen

Los dilemas éticos planteados por la salud móvil y el aprendizaje automático dentro de la investigación en psiquiatría
La aplicación de la tecnología digital a la investigación en psiquiatría 
está conduciendo rápidamente a descubrimientos y capacidades 
nuevas en el ámbito de la salud móvil. No obstante, el incremento de 
las oportunidades para recopilar pasivamente grandes volúmenes de 
información detallada sobre los participantes en los estudios, junto con 
los avances en las técnicas de estadística que permiten a los modelos de 
aprendizaje automático procesar tal información, ha planteado nuevos 
dilemas éticos relativos a los deberes de los investigadores: (i) hacer 
un seguimiento de los eventos adversos e intervenir en consecuencia; 
(ii) obtener un consentimiento voluntario plenamente informado; 

(iii) proteger la privacidad de los participantes; y (iv) aumentar la 
transparencia de los modelos potentes de aprendizaje automático para 
asegurar que puedan aplicarse de manera ética y justa en la atención 
psiquiátrica. En este análisis se destacan tanto los desafíos éticos 
nuevos como las cuestiones éticas aún sin resolver en la investigación 
sobre la salud móvil y se formulan recomendaciones sobre cómo los 
investigadores de la salud móvil pueden abordar dichas cuestiones en la 
práctica. En última instancia, se espera que este análisis facilite un debate 
continuo sobre cómo lograr las mejores prácticas en la investigación de 
la salud móvil dentro de la psiquiatría.

References
1. Steel Z, Marnane C, Iranpour C, Chey T, Jackson JW, Patel V, et al. The global 

prevalence of common mental disorders: a systematic review and meta-
analysis 1980–2013. Int J Epidemiol. 2014 Apr;43(2):476–93. doi: http://
dx.doi.org/10.1093/ije/dyu038 PMID: 24648481

2. Friedrich MJ. Depression is the leading cause of disability around the world. 
JAMA. 2017;317(15):1517.

3. Whiteford HA, Degenhardt L, Rehm J, Baxter AJ, Ferrari AJ, Erskine HE, et 
al. Global burden of disease attributable to mental and substance use 
disorders: findings from the Global Burden of Disease Study 2010. Lancet. 
2013 Nov 9;382(9904):1575–86. doi: http://dx.doi.org/10.1016/S0140-
6736(13)61611-6 PMID: 23993280

4. Mental health atlas 2017. Geneva: World Health Organization; 
2018. Available from: https://apps.who.int/iris/bitstream/hand
le/10665/272735/9789241514019-eng.pdf?ua=1 [cited 2020 Feb 14].

5. Andersson G, Carlbring P, Lindefors N. History and current status of ICBT. 
In: Lindefors N, Andersson G, editors. Guided internet-based treatments in 
psychiatry. Cham: Springer International Publishing; 2016:1–16. doi: http://
dx.doi.org/10.1007/978-3-319-06083-5_1

6. Hilbert M, López P. The world’s technological capacity to store, 
communicate, and compute information. Science. 2011 Apr 
1;332(6025):60–5. doi: http://dx.doi.org/10.1126/science.1200970 PMID: 
21310967

7. Time series of the International Telecommunications Union data for the 
world. Geneva: International Telecommunications Union; 2018. Available 
from: https://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx [cited 
2020 Feb 14].

8. Mohr DC, Zhang M, Schueller SM. Personal sensing: understanding mental 
health using ubiquitous sensors and machine learning. Annu Rev Clin 
Psychol. 2017 05 8;13(1):23–47. doi: http://dx.doi.org/10.1146/annurev-
clinpsy-032816-044949 PMID: 28375728

9. Onnela J-P, Rauch SL. Harnessing smartphone-based digital phenotyping to 
enhance behavioral and mental health. Neuropsychopharmacology. 2016 
06;41(7):1691–6. doi: http://dx.doi.org/10.1038/npp.2016.7 PMID: 26818126

10. Torous J, Kiang MV, Lorme J, Onnela J-P. New tools for new research in 
psychiatry: a scalable and customizable platform to empower data driven 
smartphone research. JMIR Ment Health. 2016 05 5;3(2):e16. doi: http://
dx.doi.org/10.2196/mental.5165 PMID: 27150677

11. Bishop CM. Pattern recognition and machine learning. Singapore: Springer; 
2006.

12. WHO guideline: recommendations on digital interventions for 
health system strengthening. Geneva: World Health Organization; 
2019. Available from: https://apps.who.int/iris/bitstream/hand
le/10665/311941/9789241550505-eng.pdf?ua=1 [cited 2020 Feb 14].

13. Tucker RP, Tackett MJ, Glickman D, Reger MA. Ethical and practical 
considerations in the use of a predictive model to trigger suicide prevention 
interventions in healthcare settings. Suicide Life Threat Behav. 2019 
04;49(2):382–92. doi: http://dx.doi.org/10.1111/sltb.12431 PMID: 29345356

14. Scher S, Kozlowska K. Rethinking healthcare ethics. London: Palgrave 
Macmillan; 2018. doi: http://dx.doi.org/10.1007/978-981-13-0830-7

15. Mulgan T. Understanding utilitarianism. London: Routledge; 2014. doi: 
http://dx.doi.org/10.4324/9781315711928

16. Johnson R, Cureton A. Kant’s moral philosophy. In: Zalta EN, editor. The 
Stanford encyclopedia of philosophy. Stanford: Stanford University; 2019. 
Available from: https://plato.stanford.edu/entries/kant-moral/ [cited 2020 
Feb 14].

17. Ethical principles of psychologists and code of conduct. Washington, DC: 
American Psychological Association; 2017. Available from: https://www.apa.
org/ethics/code/index [cited 2020 Feb 14].

18. The Belmont report. Ethical principles and guidelines for the protection of 
human subjects of research. Washington, DC: US Department of Health & 
Human Services; 1979. pp.4–6. Available from: https://www.hhs.gov/ohrp/
regulations-and-policy/belmont-report/read-the-belmont-report/index.
html [cited 2020 Feb 14].

19. van der Geest T, Pieterson W, de Vries P. Informed consent to address trust, 
control, and privacy concerns in user profiling. Seattle: Allen Institute for 
Artificial Intelligence; 2005. Available from: https://www.semanticscholar.
org/paper/Informed-Consent-to-Address-Trust%2C-Control%2C-and-in-
Geest-Pieterson/0416ce42df421f93c395a4a230bf75eb635a2400 [cited 
2020 Feb 24].

20. Berg J. The e-health revolution and the necessary evolution of informed 
consent. Indiana Health Law Review. 2014;11(2):589–608.

21. Opportunities and challenges of developing information technologies 
on behavioral and social science clinical research. Bethesda: National 
Institute of Mental Health; 2017. Available from: https://www.nimh.nih.gov/
about/advisory-boards-and-groups/namhc/reports/opportunities-and-
challenges-of-developing-information-technologies-on-behavioral-and-
social-science-clinical-research.shtml [cited 2019 May 6].

22. Bashir M, Hayes C, Lambert AD, Kesan JP. Online privacy and informed 
consent: the dilemma of information asymmetry. Proceedings of the 
Association for Information Science and Technology. 2015;52(1):1–10. doi: 
http://dx.doi.org/10.1002/pra2.2015.145052010043

23. Martinez-Martin N, Kreitmair K. Ethical issues for direct-to-consumer 
digital psychotherapy apps: addressing accountability, data protection, 
and consent. JMIR Ment Health. 2018 04 23;5(2):e32. doi: http://dx.doi.
org/10.2196/mental.9423 PMID: 29685865

24. Obar JA, Oeldorf-Hirsch A. The biggest lie on the Internet: ignoring the 
privacy policies and terms of service policies of social networking services. 
Inf Commun Soc. 2018;23:128–47.

25. Böhme R, Köpsell S. Trained to accept? A field experiment on consent 
dialogs. Proceedings of the SIGCHI Conference on Human Factors 
in Computing Systems, Atlanta, USA. 2010 Apr: 2403–6. New York: 
Association for Computing Machinery; 2019. doi: http://dx.doi.
org/10.1145/1753326.1753689

26. Martinez-Martin N, Insel TR, Dagum P, Greely HT, Cho MK. Data mining for 
health: staking out the ethical territory of digital phenotyping. NPJ Digit 
Med. 2018;1(1):68. doi: http://dx.doi.org/10.1038/s41746-018-0075-8 PMID: 
31211249

27. O’Reilly M, Parker N, Hutchby I. Ongoing processes of managing consent: 
the empirical ethics of using video-recording in clinical practice and 
research. Clin Ethics. 2011 12;6(4):179–85. doi: http://dx.doi.org/10.1258/
ce.2011.011040

28. Regulation (EU) 2016/679 of the European Parliament of the Council of 
27 April 2016 on the protection of natural persons with regard to the 
processing of personal data and on the free movement of such data, 
and repealing Directive 95/46/EC (General Data Protection Regulation). 
Luxembourg: Publications Office of the European Union; 2016. Available 
from: https://op.europa.eu/en/publication-detail/-/publication/3e485e15-
11bd-11e6-ba9a-01aa75ed71a1/language-en [cited 2020 Feb 14].

http://dx.doi.org/10.1093/ije/dyu038
http://dx.doi.org/10.1093/ije/dyu038
http://www.ncbi.nlm.nih.gov/pubmed/24648481
http://dx.doi.org/10.1016/S0140-6736(13)61611-6
http://dx.doi.org/10.1016/S0140-6736(13)61611-6
http://www.ncbi.nlm.nih.gov/pubmed/23993280
https://apps.who.int/iris/bitstream/handle/10665/272735/9789241514019-eng.pdf?ua=1
https://apps.who.int/iris/bitstream/handle/10665/272735/9789241514019-eng.pdf?ua=1
http://dx.doi.org/10.1007/978-3-319-06083-5_1
http://dx.doi.org/10.1007/978-3-319-06083-5_1
http://dx.doi.org/10.1126/science.1200970
http://www.ncbi.nlm.nih.gov/pubmed/21310967
https://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx
http://dx.doi.org/10.1146/annurev-clinpsy-032816-044949
http://dx.doi.org/10.1146/annurev-clinpsy-032816-044949
http://www.ncbi.nlm.nih.gov/pubmed/28375728
http://dx.doi.org/10.1038/npp.2016.7
http://www.ncbi.nlm.nih.gov/pubmed/26818126
http://dx.doi.org/10.2196/mental.5165
http://dx.doi.org/10.2196/mental.5165
http://www.ncbi.nlm.nih.gov/pubmed/27150677
https://apps.who.int/iris/bitstream/handle/10665/311941/9789241550505-eng.pdf?ua=1
https://apps.who.int/iris/bitstream/handle/10665/311941/9789241550505-eng.pdf?ua=1
http://dx.doi.org/10.1111/sltb.12431
http://www.ncbi.nlm.nih.gov/pubmed/29345356
http://dx.doi.org/10.1007/978-981-13-0830-7
http://dx.doi.org/10.4324/9781315711928
https://plato.stanford.edu/entries/kant-moral/
https://www.apa.org/ethics/code/index
https://www.apa.org/ethics/code/index
https://www.hhs.gov/ohrp/regulations-and-policy/belmont-report/read-the-belmont-report/index.html
https://www.hhs.gov/ohrp/regulations-and-policy/belmont-report/read-the-belmont-report/index.html
https://www.hhs.gov/ohrp/regulations-and-policy/belmont-report/read-the-belmont-report/index.html
https://www.semanticscholar.org/paper/Informed-Consent-to-Address-Trust%2C-Control%2C-and-in-Geest-Pieterson/0416ce42df421f93c395a4a230bf75eb635a2400
https://www.semanticscholar.org/paper/Informed-Consent-to-Address-Trust%2C-Control%2C-and-in-Geest-Pieterson/0416ce42df421f93c395a4a230bf75eb635a2400
https://www.semanticscholar.org/paper/Informed-Consent-to-Address-Trust%2C-Control%2C-and-in-Geest-Pieterson/0416ce42df421f93c395a4a230bf75eb635a2400
https://www.nimh.nih.gov/about/advisory-boards-and-groups/namhc/reports/opportunities-and-challenges-of-developing-information-technologies-on-behavioral-and-social-science-clinical-research.shtml
https://www.nimh.nih.gov/about/advisory-boards-and-groups/namhc/reports/opportunities-and-challenges-of-developing-information-technologies-on-behavioral-and-social-science-clinical-research.shtml
https://www.nimh.nih.gov/about/advisory-boards-and-groups/namhc/reports/opportunities-and-challenges-of-developing-information-technologies-on-behavioral-and-social-science-clinical-research.shtml
https://www.nimh.nih.gov/about/advisory-boards-and-groups/namhc/reports/opportunities-and-challenges-of-developing-information-technologies-on-behavioral-and-social-science-clinical-research.shtml
http://dx.doi.org/10.1002/pra2.2015.145052010043
http://dx.doi.org/10.2196/mental.9423
http://dx.doi.org/10.2196/mental.9423
http://www.ncbi.nlm.nih.gov/pubmed/29685865
http://dx.doi.org/10.1145/1753326.1753689
http://dx.doi.org/10.1145/1753326.1753689
http://dx.doi.org/10.1038/s41746-018-0075-8
http://www.ncbi.nlm.nih.gov/pubmed/31211249
http://dx.doi.org/10.1258/ce.2011.011040
http://dx.doi.org/10.1258/ce.2011.011040
https://op.europa.eu/en/publication-detail/-/publication/3e485e15-11bd-11e6-ba9a-01aa75ed71a1/language-en
https://op.europa.eu/en/publication-detail/-/publication/3e485e15-11bd-11e6-ba9a-01aa75ed71a1/language-en


276 Bull World Health Organ 2020;98:270–276| doi: http://dx.doi.org/10.2471/BLT.19.237107

Policy & practice
Ethics of mobile health and machine learning Nicholas C Jacobson et al.

29. Assembly Bill No. 375. Chapter 55. An act to add Title 1.81.5 (commencing 
with Section 1798.100) to Part 4 of Division 3 of the Civil Code, relating 
to privacy. Sacramento: California Legislative Information; 2018. Available 
from: https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_
id=201720180AB375 [cited 2020 Feb 14].

30. Dyke SO, Cheung WA, Joly Y, Ammerpohl O, Lutsik P, Rothstein MA, et 
al. Epigenome data release: a participant-centered approach to privacy 
protection. Genome Biol. 2015 07 17;16(1):142. doi: http://dx.doi.
org/10.1186/s13059-015-0723-0 PMID: 26185018

31. Kaye J, Curren L, Anderson N, Edwards K, Fullerton SM, Kanellopoulou N, et 
al. From patients to partners: participant-centric initiatives in biomedical 
research. Nat Rev Genet. 2012 04 3;13(5):371–6. doi: http://dx.doi.
org/10.1038/nrg3218 PMID: 22473380

32. Fusar-Poli P, Hijazi Z, Stahl D, Steyerberg EW. The science of prognosis in 
psychiatry: a review. JAMA Psychiatry. 2018 12 1;75(12):1289–97. doi: http://
dx.doi.org/10.1001/jamapsychiatry.2018.2530 PMID: 30347013

33. Shatte ABR, Hutchinson DM, Teague SJ. Machine learning in mental 
health: a scoping review of methods and applications. Psychol Med. 2019 
07;49(9):1426–48. doi: http://dx.doi.org/10.1017/S0033291719000151 
PMID: 30744717

34. James G, Witten D, Hastie T, Tibshirani R. An introduction to statistical 
learning. New York: Springer; 2013. doi: http://dx.doi.org/10.1007/978-1-
4614-7138-7

35. Simon GE. Big data from health records in mental health care: hardly 
clairvoyant but already useful. JAMA Psychiatry. 2019 04 1;76(4):349–50. doi: 
http://dx.doi.org/10.1001/jamapsychiatry.2018.4510 PMID: 30810728

36. Topol EJ. High-performance medicine: the convergence of human and 
artificial intelligence. Nat Med. 2019 01;25(1):44–56. doi: http://dx.doi.
org/10.1038/s41591-018-0300-7 PMID: 30617339

37. Lawrie SM, Fletcher-Watson S, Whalley HC, McIntosh AM. Predicting major 
mental illness: ethical and practical considerations. BJPsych Open. 2019 
Mar;5(2):e30. doi: http://dx.doi.org/10.1192/bjo.2019.11 PMID: 31068241

38. Lebowitz MS, Appelbaum PS. Biomedical explanations of psychopathology 
and their implications for attitudes and beliefs about mental disorders. 
Annu Rev Clin Psychol. 2019 May 7;15(1):555–77. doi: http://dx.doi.
org/10.1146/annurev-clinpsy-050718-095416 PMID: 30444641

39. Bourla A, Ferreri F, Ogorzelec L, Peretti CS, Guinchard C, Mouchabac S. 
Psychiatrists’ attitudes toward disruptive new technologies: mixed-methods 
study. JMIR Ment Health. 2018 12 14;5(4):e10240. doi: http://dx.doi.
org/10.2196/10240 PMID: 30552086

40. Gajane P. On formalizing fairness in prediction with machine learning 
[preprint]. Ithaca: arXiv; 2018. Available from: https://arxiv.org/
pdf/1710.03184.pdf [cited 2020 Feb 14].

41. Barocas S, Hardt M. Fairness in machine learning. NIPS 2017 tutorial: part 
I. In: Thirty-first Annual Conference on Neural Information Processing 
Systems, Long Beach, USA, 4–9 December 2017. Berkeley: Mortiz Hardt: 
2017. Available from: https://mrtz.org/nips17/#/ [cited 2020 Feb 14].

42. Benthall S, Haynes BD. Racial categories in machine learning [preprint]. In: 
FAT* ’19: Proceedings of the Conference on Fairness, Accountability, and 
Transparency, Atlanta, USA, January 2019. Ithaca: arXiv; 2019. Available 
from: https://arxiv.org/pdf/1811.11668.pdf [cited 2020 Feb 14].

43. Suresh H, Guttag JV. A framework for understanding unintended 
consequences of machine learning [preprint]. Ithaca: arXiv; 2020. Available 
from: https://arxiv.org/pdf/1901.10002.pdf [cited 2020 February 14].

44. Goldstein BA, Navar AM, Pencina MJ, Ioannidis JP. Opportunities and 
challenges in developing risk prediction models with electronic health 
records data: a systematic review. J Am Med Inform Assoc. 2017 
01;24(1):198–208. doi: http://dx.doi.org/10.1093/jamia/ocw042 PMID: 
27189013

45. Linthicum KP, Schafer KM, Ribeiro JD. Machine learning in suicide science: 
applications and ethics. Behav Sci Law. 2019 May;37(3):214–22. doi: http://
dx.doi.org/10.1002/bsl.2392 PMID: 30609102

46. Chapman EN, Kaatz A, Carnes M. Physicians and implicit bias: how doctors 
may unwittingly perpetuate health care disparities. J Gen Intern Med. 2013 
Nov;28(11):1504–10. doi: http://dx.doi.org/10.1007/s11606-013-2441-1 
PMID: 23576243

47. Friedler SA, Scheidegger C, Venkatasubramanian S, Choudhary S, 
Hamilton EP, Roth D. A comparative study of fairness-enhancing 
interventions in machine learning. In: FAT* ’19: Proceedings of the 
Conference on Fairness, Accountability, and Transparency, Atlanta, USA. 
2019 Jan:329–38. New York: Association for Computing Machinery; 
2019. doi: http://dx.doi.org/10.1145/3287560.3287589doi: http://dx.doi.
org/10.1145/3287560.3287589

48. Proposed regulatory framework for modifications to artificial intelligence/
machine learning (AI/ML)-based software as a medical device (SaMD). 
Discussion paper and request for feedback. Silver Springs: United States 
Food & Drug Administration; 2019. Available from: https://www.fda.gov/
media/122535/download [cited 2020 Feb 14].

49. Corbett-Davies S, Goel S. The measure and mismeasure of fairness: a critical 
review of fair machine learning [preprint]. Ithaca: arXiv; 2018. Available 
from: https://arxiv.org/pdf/1808.00023.pdf [cited 2020 Feb 14].

50. Dunseath S, Weibel N, Bloss CS, Nebeker C. NIH support of mobile, imaging, 
pervasive sensing, social media and location tracking (MISST) research: 
laying the foundation to examine research ethics in the digital age. NPJ 
Digit Med. 2018 01 15;1(1):20171. doi: http://dx.doi.org/10.1038/s41746-
017-0001-5 PMID: 31304345

https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180AB375
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180AB375
http://dx.doi.org/10.1186/s13059-015-0723-0
http://dx.doi.org/10.1186/s13059-015-0723-0
http://www.ncbi.nlm.nih.gov/pubmed/26185018
http://dx.doi.org/10.1038/nrg3218
http://dx.doi.org/10.1038/nrg3218
http://www.ncbi.nlm.nih.gov/pubmed/22473380
http://dx.doi.org/10.1001/jamapsychiatry.2018.2530
http://dx.doi.org/10.1001/jamapsychiatry.2018.2530
http://www.ncbi.nlm.nih.gov/pubmed/30347013
http://dx.doi.org/10.1017/S0033291719000151
http://www.ncbi.nlm.nih.gov/pubmed/30744717
http://dx.doi.org/10.1007/978-1-4614-7138-7
http://dx.doi.org/10.1007/978-1-4614-7138-7
http://dx.doi.org/10.1001/jamapsychiatry.2018.4510
http://www.ncbi.nlm.nih.gov/pubmed/30810728
http://dx.doi.org/10.1038/s41591-018-0300-7
http://dx.doi.org/10.1038/s41591-018-0300-7
http://www.ncbi.nlm.nih.gov/pubmed/30617339
http://dx.doi.org/10.1192/bjo.2019.11
http://www.ncbi.nlm.nih.gov/pubmed/31068241
http://dx.doi.org/10.1146/annurev-clinpsy-050718-095416
http://dx.doi.org/10.1146/annurev-clinpsy-050718-095416
http://www.ncbi.nlm.nih.gov/pubmed/30444641
http://dx.doi.org/10.2196/10240
http://dx.doi.org/10.2196/10240
http://www.ncbi.nlm.nih.gov/pubmed/30552086
https://arxiv.org/pdf/1710.03184.pdf
https://arxiv.org/pdf/1710.03184.pdf
https://mrtz.org/nips17/#/
https://arxiv.org/pdf/1811.11668.pdf
https://arxiv.org/pdf/1901.10002.pdf
http://dx.doi.org/10.1093/jamia/ocw042
http://www.ncbi.nlm.nih.gov/pubmed/27189013
http://dx.doi.org/10.1002/bsl.2392
http://dx.doi.org/10.1002/bsl.2392
http://www.ncbi.nlm.nih.gov/pubmed/30609102
http://dx.doi.org/10.1007/s11606-013-2441-1
http://www.ncbi.nlm.nih.gov/pubmed/23576243
http://dx.doi.org/10.1145/3287560.3287589
http://dx.doi.org/10.1145/3287560.3287589
http://dx.doi.org/10.1145/3287560.3287589
https://www.fda.gov/media/122535/download
https://www.fda.gov/media/122535/download
https://arxiv.org/pdf/1808.00023.pdf
http://dx.doi.org/10.1038/s41746-017-0001-5
http://dx.doi.org/10.1038/s41746-017-0001-5
http://www.ncbi.nlm.nih.gov/pubmed/31304345

